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(54) Graphical configuration of data processing networks. 

(5?) A computer system and method for configur- 
ing communication and database networks in a 
user friendly graphical environment and auto- 
matically generating related configuration files. 
In a preferred practice, the user defines multiple 
network workstation nodes using icons (13), 7 
specifies (12) the resources associated with \ 
each icon, and defines connections between 
icons using specified protocol constraints, and 12 
the computer validates the network so defined, ^- 
and generates the associated configuration 
files for the respective workstation nodes. The 
workstations have requester/server capability 
for communication and database network oper- 
ation. The configuration files for the respective 
workstations in the network are preferably dis- 
tributed and installed using the network resour- « 
ces. The network topology information so ■£ 
created can be stored, retrieved and modified 
as necessary to suit the needs of an evolving « 
network. 3 
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The present invention relates generally to the 
configuration of data processing networks. More par- 
ticularly, the invention defines a computer system and 
method of use for graphically defining a network and 
deriving configuration parameters for the node termi- 
nals of the network. 

The configuration of multiple personal computers 
and workstations into networks, and with increasing 
frequency hierarchically ordered sets of networks, 
provides communication and information retention 
resources not available to independent workstations. 
Consequently, there exists a significant trend toward 
network use of workstations. Unfortunately, the indus- 
try remains fluid as to network protocols and includes 
as prevailing and representative communication net- 
works Ethernet. Token-Ring, PC Network (trademark 
of IBM Corporation), IEEE 802.2, Netbios, X.25, 
SDLC. and APPC. Furthermore, given that the net- 
work users expect database capability in addition to 
communication capability, database requester and 
database server functions in workstations and 
bridges are similarly subject to particularization in the 
course of defining the composite network. Network 
definition is even further complicated by the common 
use of multiple communication boards interfacing dis- 
tinctly differing networks in one or more of the node 
workstations. 

The configuration of the individual workstations in 
networks to match communication and database pro- 
tocols has routinely been the responsibility of a net- 
work administrator. As the number of network nodes, 
the number of internetwork bridges and variety of net- 
work protocols increase, it has become apparent that 
the network administrator needs computer assistance 
to define and revise networks, and to generate the 
appropriate configuration files for each of the works- 
tations within the network. 

U. S. Patent 4,864,492 recognized the need for 
assisting a network administrator. The patent thus 
provides a system and method for applying a 
knowledge based expert system to the creation of 
configuration parameters individualized to the works- 
tations of complex networks. The knowledge of the 
expert system is used to provide a menu and control 
the selections available to the network administrator. 

Another reference of some relevance is U. S. 
Patent 4,942,540. The subject matter in that patent 
relates to creating and selecting a communication 
path between a user's terminal and a destination ter- 
minal by selecting the communication parameters 
from a scrollable menu. Graphical representations of 
the terminals and path are depicted in response to dif- 
ferent menu selections. Though network usage is 
noted, the teachings relate to the definition of a com- 
munication path between a pair of terminals, namely, 
between the user's local terminal and a single remote 
terminal. 

The increased prevalence of networks with grea- 



ter numbers of nodes, diverse communication pro- 
tocols, and different functional modes, together with 
the bridging of multiple local area networks into wide 
area networks, has created an environment in which 
5 there is a need for graphically depicting networks hav- 
ing numerous nodes, for interactively specifying the 
connecting protocols between the nodes, and for 
automating the configuration of each workstation in 
the network based upon its capabilities, the modes of 

10 operation defined for the workstation, and the pro- 
tocols specified for such modes of operation. 

The present invention provides a system and 
method of operation by which a network administrator 
can, as a first feature, graphically depict a network by 

15 defining a multiplicity of workstation nodes with res- 
pective hardware and operating system character- 
istics, can then define the protocols of the 
communication paths between the network works- 
tations, and based upon such network of workstations 

20 and communication path constraints can thereafter 
generate configuration parameters for the operating 
systems of the respective workstations. A further vari- 
ation of the invention allows the configuration man- 
ager to switch the modes of operation defined for the 

25 network, for example between a communication 
mode and a database mode, and thereupon selec- 
tively redefine the workstation and communication 
path characteristics for the combined modes of oper- 
ation. A further refinement of the invention provides 

30 for the automated distribution of such network works- 
tation configuration parameters as an element of con- 
figuring the network depicted by graphical 
representation. The network parameters are capable 
of being stored, recalled, redefined and retransmitted 

35 with relative ease by graphical manipulation. 

The present invention may be embodied in a sys- 
tem comprising a known computer set up to operate 
according to a novel program. 

These and other features of the invention will be 

40 understood and appreciated with greater specificity 
upon considering the detailed description of a prefer- 
red embodiment given by way of example only and 
with reference to the accompanying drawings. 

45 Brief Description of the Drawings 

Fig. 1 schematically depicts a network environ- 
ment relating to a use of the invention. 

Fig. 2 schematically depicts a video display 
so image of a network node and a related dialog window. 

Figs. 3 and 4 schematically depict video display 
images at differing stages of network definition. 

Fig. 5 schematically illustrates a video display 
image of the network including a dialog window suit- 
55 able to save network configuration information. 

Figs. 6-20 contain flow diagrams representing dif- 
ferent functions available to a user of the present 
invention. 
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Fig. 1 schematically depicts an extended net- 
work, which has been simplified for purposes of illus- 
trating the principles of the invention, composed of 
two local area networks, individually having different 
forms of workstations, which are joined through a net- 
work bridge. The composite network, often referred to 
as a wide area network (WAN), includes a token-ring 
local area network (LAN) at 1 and a PC Network LAN 
(PC Network is a trademark of IBM Corporation), gen- 
erally at 2, communicating through network bridge 3. 
Token-ring LAN 1 is shown to have three nodes, 
including database and LAN requester node 4, datab- 
ase requester node 6, and database and LAN server 
node 7. The nodes are preferably configured with IBM 
brand PS/2 (trademark of IBM Corporation) works- 
tations having appropriate OS/2 (trademark of IBM 
Corporation) operating system programs for accom- 
plishing the prescribed functions. LAN 2 is shown to 
have a single node database requester, again prefer- 
ably configured with a PS/2 workstation having the 
appropriate database requester OS/2 operating sys- 
tem. Network bridge 3, which joins the two LANs and 
thus creates the WAN, is preferably configured with a 
PS/2 workstation employing a DOS operating system 
and running the Token-Ring Network Bridge Program 
application program, also available from IBM Corpor- 
ation. It should be apparent that representative real 
world networks would include a significantly greater 
number of workstations nodes, connections and 
associated network protocols. 

In the context of the network depicted in Fig. 1 , the 
burden of the network administrator is to configure 
each of the workstations by prescribing and individu- 
ally loading parameters such as node name, node 
operating system type, node machine type, node 
address, and available communication protocols suit- 
able to accomplish the defined database requester, 
LAN requester, database server, LAN server or net- 
work bridge functions attributed to such workstation 
node within the network. As the number and diversity 
of the workstations and functions increase, the com- 
plexity of the network and appropriate configuration 
definition increase exponentially. As the variety of 
hardware types, operating systems, protocols and 
modes of operation increase, menu driven tabulated 
entry of WAN information is error prone even with the 
assistance of an expert system. In part this can be 
attributed to the fact that the network administrator is 
not provided with a dynamically responsive visual rep- 
resentation of the interactions between network 
nodes, connections, protocols and modes of oper- 
ation. 

The present invention introduces the use of 
graphical representation to define network elements 
in the course of deriving configuration parameters. 
First, workstations within the network are graphically 
depicted as nodes having prescribed hardware 
operating system resources, and communication 



features. The graphically depicted connection of the 
nodes is overlayed, but only following a validation that 
the selected connections are functionally compatible 
with the previously specified node characteristics. For 
5 instance, and with reference to Fig. 1, the absence of 
a LAN server operating system in node 7 would pre- 
clude the designation of workstation 7 as a LAN ser- 
ver to workstation 4. Node 7 can still have the 
resources to provide database server functions for 

w workstations 4 and 6. 

Fig. 2 depicts an early stage in a preferred use of 
the invention. The illustration presents an image as 
would appear on a video display of the workstation 
used by the network administrator. The screen 

15 includes a workspace pane, generally at 8, a works- 
tation/communication link device/data storage device 
selection pane, generally at 9, and a network configu- 
ration and protocol definition pane, generally at 1 1. 
The depiction in Fig. 2 also includes a window 12 

20 overlapping the workspace, node selection, and con- 
nection selection panes. Window 12 is the dialog win- 
dow associated with workstation 13, a workstation 
which was selected from the choices in pane 9 and 
placed in workspace 8 for purposes of specifying one 

25 node of a network. Note that the node dialog window 
12 is used to specify the characteristics of the node 
in terms of machine type, node type and data link card 
(DLC) capability. As embodied, the dialog window 12 
provides for name and address defaults together with 

30 resources for describing two distinct data link cards. 

The invention is preferably practised using a PS/2 
workstation having an OS/2 operating system and an 
IBM brand mouse pointing and control device. Using 
such mouse, the network administrator selects the 

35 workstation icon 13 from pane 9 and places it into 
work space 8 to indicate a node in the network. Once 
the dialog information for window 12 has been 
entered by the administrator, the functional character- 
istics of node 13 are established. 

40 Fig. 3 illustrates the image of the screen at a later 

stage in the definition of the network. At this stage an 
additional workstation 1 4 as well as database server 
16 have been added to the network being defined. 
Fig. 3 also illustrates the commencement of a connec- 
ts tion to be defined between workstation 14 and datab- 
ase server 16. A connection dialog window is not 
necessary in that the connection parameters are deri- 
vable by matching the connection network selected 
from pane 11 to the link card capabilities ascribed to 

so each workstation node. The three node network 
depicted in Fig. 4 corresponds to the token-ring LAN 
identified at 1 in Fig. 1 . 

Pane 9 in Fig. 4 includes icons suitable to select 
an OS/2 operating system database requester work- 

55 station 1 7, an OS/2 operating system database server 
workstation 18, an OS/2 operating system database 
requester and server workstation 19, a DOS database 
requester workstation 21, an OS/2 or DOS operating 
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system requester (whichever is booted) workstation 
22, a DOS requester with OS/2 operating system 
database server workstation 23, an OS/2 operating 
system requester and server with DOS requester 
workstation 24, and a "no function" overlay 26. The 5 
"no function" overlay icon identifies nodes without 
specific functionality in the network mode, e.g., com- 
munication or database, being defined. Such a diver- 
sity of node capability alone suggests a monumental 
effort for a network administrator not having the 10 
resources of the present invention. 

The communication protocols available to link the 
node workstations are similarly diverse. The icons 
representing the various forms of connection protocol 
are depicted in pane 1 1 of Fig. 4. Icon 27 represents 15 
a no connection mode of operation, and invokes the 
mode use when selecting and dragging node icons 
from pane 9 into workspace pane 8. Connection icon 
28 represents a SQL LOO communication LAN. The 
APPC (advance program to program communication) 20 
network represented by icon 29 corresponds to an 
IBM Corporation SNA communication network. The 
network of icon 31 represents the combined capability 
of the APPC and the SQL LOO protocols. Icon 32 cor- 
responds to a netbios network, while network icon 33 25 
represents a network combining SQL LOO with net- 
bios. Icon 34 represents a network having APPC com- 
bined with netbios. Icon 36 represents the relatively all 
inclusive combination of APPC, SQL LOO, and net- 
bios protocol capability network. Again, it should be 30 
clearly evident that a network administrator is bur- 
dened with an inordinate selection not only as to the 
node functions but now also as to the media of con- 
nection and communication between the nodes. 

According to the preferred system and method of 35 
the present invention, the administrator selects icons 
representing diverse workstation capabilities and 
interconnects such workstation nodes by selecting 
communication protocols. The nodes and connec- 
tions are graphically depicted by icons and connect- 40 
ing lines or arrow patterns. The network can be 
manipulated as needed and is particularized by dialog 
windows with broad default capability. As depicted in 
Fig. 5, by the presence of window 37, the network con- 
figuration information can be stored and subsequently 45 
recalled for selecting refinement. The invention also 
contemplates a spreadsheet interface for very large 
networks, to permit easy replication of corresponding 
node functions and connection protocols. Direct 
transformation between spreadsheet parameters and so 
graphical representations is readily accomplished by 
known transformation programs and methods. 

As a further refinement of the invention, the node 
and connection characteristics are preferably vali- 
dated at the time they are specified in the workstation ss 
used by the network administrator. Such validation 
will likely include a comparison of workstation resour- 
ces and network requirements, a confirmation of 



uniqueness in node addresses and names, a verifi- 
cation of consistency between machine types and 
node functions ascribed thereto, and a comparison of 
connection protocols to workstation card functionality. 
Systematic and automated validation avoids the com- 
mon prior experience of discovering configuration 
errors after configuring all the workstations and enabl- 
ing the network. 

Preferably validation extends to the whole of the 
network, thereby including all nodes and connections. 
Validation should be performed at the earliest oppor- 
tunity, e.g., by validating the structure of a node when 
the node name is defined or by validating that two 
nodes can communicate with a given protocol when 
the connection is defined. Thus, the validation pro- 
cess is distributed among the operations which can be 
performed and invoked when first feasible. Validation 
also applies to the generation of configuration files, 
performed to ensure that an installation would be suc- 
cessful if undertaken. 

The invention also contemplates the creation and 
ensuing distribution of the configuration files to the 
respective node workstations. The comprehensive 
definition of the complete network, including a wide 
area network, allows for the immediate generation of 
configuration files for each of the node workstations. 
Files are related to workstation directories. In a net- 
work having a requester/server capability, the present 
program and process contemplates the automated 
and direct distribution of configuration files from the 
workstation of the network administrator. In the abs- 
ence of such LAN requester/server capability, floppy 
disks are generated for each network workstation. 
Thereafter, installation into each workstation 
becomes fairly mundane. 

The network topology storage and recollection 
feature of the present invention provides the network 
administrator with the resources to update the net- 
work as changes occur in the node functions or con- 
nection protocols. New configuration files are 
thereafter installed manually or via the LAN reques- 
ter/server distribution method described above. The 
invention contemplates that such updates be selec- 
tively limited to only those of the workstations within 
the network which have had configuration changes. 
Again, automated comparison in the context of 
exceptional workstation and connection protocol 
diversity reduces reconfiguration delays and the likeli- 
hood of errors. 

Flow diagrams representing the dominant feat- 
ures of a program to implement the method to which 
the invention pertains are depicted in the succession 
of Figs. 6-20. The letter "A" within a circle symbolizes 
a program state in which a user input is being sought. 
Text adjacent such symbols in a starting location des- 
cribes the command provided by the user to initiate 
the ensuing operation. Such commands are deriva- 
tives of the menus appearing at the headings of the 
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screen images depicted in Figs. 2-5, or can be 
invoked by user manipulation of the keyboard or 
mouse. The features of the flow diagrams will be des- 
cribed briefly in the ensuing paragraphs. 

Fig. 6 relates to the start of the program. Fig. 7 
involves a transition to an OS/2 Extended Edition Ver- 
sion 1.2 operating system Presentation Manager pro- 
gram routine as one might invoke to scroll, move or 
resize a window. Fig. 8 illustrates the sequence invol- 
ved in saving a network depiction in a nonvolatile 
memory file, while Fig. 9 relates to the recall of such 
previously saved network data file. Fig. 10 relates to 
the selection of a node icon from the pane 9 (Fig. 4). 
Fig. 11 relates to the generation of configuration files 
for a network that has been defined, including the 
automated installation thereof for networks having the 
requisite LAN requester/server resources. 

The flow diagram in Fig. 1 2 depicts the operations 
relating to the definition of a node within the work- 
space pane, and as such includes both its placement 
and functional dialog activity. Figs. 13-16 relate to the 
view, delete, dialog, and save/restore menu options. 
Fig. 17 relates to the operations by which default par- 
ameters are defined. 

Fig. 1 8 depicts the operations of the program to 
replicate the network nodes for purposes of creating 
other nodes with similar properties and network con- 
nections, e.g., a database mode network versus a 
communication mode network. A second,network , 
substantially coextensive with the existing network is 
displayed. This is also where icon 26 (Fig. 4) is used 
to identify the presence of a workstation which lacks 
the resources to operate as a functional node within- 
the context of the mode being defined. For instance, 
as a first mode the network can be defined in terms of 
communications capability. Thereafter, the same net- 
work of workstations can be redefined for purposes of 
database functionality. Thus, some nodes can be 
inoperative in one or the other network modes. The 
noted icon is used to identify to the network adminis- 
trator and program the nodes which are inoperative to 
the mode under consideration. 

Fig. 19 sets forth the operations by which nodes 
in the workspace panel are connected according to 
defined protocols. Fig. 20 relates to the operations 
involved in modifying a previously defined network, 
and to translations between local and wide area net- 
work depictions. 

The program used in the present embodiment of 
the invention is further defined below by pseudo code 
of a form and content suitable for one of skill in the art 
to derive source code to implement the operations as 
depicted by the flow diagram and video display screen 
images. 

START PROGRAM 

1. Load in language specific files 



2. Load in options files 

3. Initialize all graphics variables, and display 
starting screen. 

4. Gather user input. 
5 5. Case (input) is: 

A. Exit from program: 

1. Exit and close up files. 

B. Scroll, resize or move a window: 

1. Scroll, resize or move a window. 
10 C. Save a network menu item: 

1. Put up file dialog to select a file. 

2. If file selected... 

A. If that file already exists... 
1 . Ask if user wants to overwrite. 

15 2. If so, write new topology file. 

B. Else... 

1 . Write the topology file. 

D. Restore a network menu item: 
1. Put up file dialog to select a file. 
20 2. If file selected... 

A. Clear the current network(s). 

B. Load the new network(s) into mem- 
ory. 

C. Display the new network(s). 

25 E. Generate configuration files menu item: 

1. Generate all necessary files for all work- 
stations. 

2. If using LAN distribution... 

A. Send files over LAN to proper work- 
30 stations. 

B. Run a remote program on each 
workstation to install the files. 

C. Each workstation must be rebooted 
to use changes. 

35 3. Else... 

A. Create one diskette for each works- 
tation. 

B. Put each diskette into proper works- 
tation. 

40 C. Run a program to install files at each 

workstation. 

D. Each workstation must be rebooted 
to use changes. 

F. Click on a node or connection in the right 
45 pane: 

1. Make that node or connection the "cur- 
rent" one (highlight it). 

G. Click on an icon below the line in the left 
pane: 

so 1. Change the connection mode to that 

mode. 

H. Drag an icon from above the line in the left 
pane: 

1. If icon ends up in right pane... 
55 A. If all data items are auto-defaulted... 

1 . Put new node on screen. Add to data structure. 

B. Else... 

2. Goto main item I. ■ 
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I. Create a node menu item: 

A. Put up the create node dialog. 

B. If all data items entered OK... 
1 . If data accepted by user... 

A. Put new node on screen. Add to data structure. 5 
J. Change view menu item: 

1 . Change the screen view to the selected 
view. 

K. Delete menu item: 

1. Delete current node/connection from 10 

screen memory. 
L. View a node/connection menu item: 

- 1. Put up view node/connection dialog. 
M. One of the default items menu items: 

1 . Put proper default dialog box. 15 

2. If data changed... 
A. If data is OK... 

1. Change the default values. 

N. One of the options menu items: 

1. Put up proper option dialog box. 20 

2. If data changed... 
A. If data is OK... 

1. Change the option values. 

O. Save options menu item: 

1 . Write options to options file. 25 
P. Restore options menu item: 

1. Read in and change options from 

options file. 
Q. Drag a node in the right pane: 

1. If in a connection mode... 30 

A. Draw a rubber band line. 

B. If end location is in a different node... 
1. If connection is valid,.. 

A. Make and draw the connection. 

2. Else... 35 

A. Drag node to new location. 

B. Fix up screen image. 

R. Double click a node/connection in right 
pane: 

1. If in Wide Area Network View and click 40 
on a node... 

A. Switch to a view of the selected 
node. 

2. Else... 

A. Put up modify node/connection 45 
dialog. 

B. If data is changed and is valid... 

1. Modify node/connection. 

2. Change memory/screen image. 

S. Modify menu item: so 

1. Goto item R.2.A 
T. Copy menu item: 

1. If current item is a node... 

A. Put up the copy node dialog. 

B. If data entered OK... 55 
1. If all data is auto defaulted... 

A. Create the copies and connections. 

B. Update the screen and memory. 



2. Else... 

A. Put up one dialog for each copy... 

B. If data entered is valid... 

1 . Create that copy in memory and on screen. 

END PROGRAM 

The present invention provides a network 
administrator, or one of like responsibility, with the 
resources for graphically defining and configuring a 
network, including sub-networks thereof, each com- 
posed of multiple nodes and connection paths. The 
respective nodes and connection paths are capable 
of exhibiting selectively diverse functionality. The net- 
work can be validated during design and subject to 
automated distribution as configuration files to res- 
pective network workstations. The network topology 
can be retained for subsequent revision and is subject 
to individualized configuration by mode, such as com- 
munication and database. 

Though the invention has been described and 
illustrated by way of specific embodiments, the inven- 
tion should be understood to encompass the full 
scope of any structures and practices defined by the 
claims set forth hereinafter. 



Claims 

1 . A computer system for defining the configuration 
of a network, comprising: 

means for graphically representing a first 
network of three or more nodes by defining first 
network objects for the nodes; 

means for graphically defining connec- 
tions to relate the first network objects; and 

means for automatically generating par- 
ameters to configure a physical network as 
defined by the network objects and connections. 

2. The system recited in Claim 1 , further comprising 
means for validating connections by comparing 
attributes of defined network objects. 

3. The system recited in Claim 1 or 2, further com- 
prising means for distributing the generated con- 
figuration parameters to physical systems 
corresponding to the network objects. 

4. The system recited in Claim 1 , 2 or 3, wherein the 
means for graphically representing network 
objects and the means for graphically defining 
connections include means for displaying on a 
video display icons representing requester/ser- 
ver devices and connection protocols. 

5. The system recited in Claim 4, wherein the 
requester/server devices are workstations in a 
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data processing network. 

6. The system recited in any preceding Claim, 
further comprising: 

means for graphically representing a sec- 5 
ond network of three or more nodes substantially 
coextensive with the first network; 

means for defining second network 
objects for selected network nodes; and 

means for graphically defining connec- 10 
tions between selected second network objects. 



7. The system recited m Claim 6. further comprising 
means for validating connections by comparing 
attributes of sa*J second network objects. 



minals, comprising: 

workstation means for graphically depict- 
ing a network of three or more objects; 

workstation means for graphically depict- 
ing connections relating the network objects; 

means for a user to interactively manipu- 
late the objects and connections depicted by the 
workstation; and 

means for deriving configuration par- 
ameters from combined depictions having 
objects and connections. 

14. The system recited in Claim 13, further compris- 
ing means for distributing configuration par- 
is ameters to physical systems corresponding to the 
network objects. 



8. The system reeled *n cu*n 6 or 7. further com- 
prising means tor generating and distributing con- 
figuration parameter* to prrysjcal systems 
corresponding to sa*3 second retwork objects. 20 

9. The system recited its any of CUms 6 to 8, whe- 
rein the means for grapntcaay representing said 
second network oL>?ect» and tr*s means for 
graphically defining cunrxscijon* lociude means 25 
for displaying on a dopiay icon* represent- 
ing requester/server devces and connection pro- 
tocols. 

10. The system recited m Claim 9, wherein the 30 
requester/server devices are workstations in a 
data processing network. 

1 1. A method of generating configuration parameters 

for a network of workstations, comprising the 35 
steps of: 

generating funct»cnaJ representations of 
three or more first network objects on a graphical 
video display; 

generating funct*onal representations of 40 
connections relating the first network objects on 
the video display; 

generating configuration parameters to 
configure a physical network as defined by the 
combination of network objects and connections; 45 
and 

distributing the configuration parameters 
to the respective network objects in a physical 
network. 

50 

12. The method recited in Claim 11, further compris- 
ing the step of: 

generating in a second functional mode a 
second set of network objects and connections 
corresponding substantially to the first network 55 
objects and connections. 

13. A system for configuring a network of multiple ter- 
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